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INTRODUCTION

Many small and medium size companies are now using computer networks, often without professional IT support.  Network capable operating systems include all the Windows family, and setting up and running small networks is a worthwhile and easy job – until something goes wrong.  Typical complaints are “I cannot see other computers…” or “I cannot use the Server”.


This FAQ is intended to help people who have only a little computer knowledge diagnose or even fix a variety of problems that occur frequently.


LIMITATIONS


This note is limited to networks and computers running Microsoft Windows only, and assumes that the network is running TCP/IP, which will be the case in almost all current installations.  Windows XP, 98, ME, 95, 2000, 2000 Workstation, NT4, NT4 Workstation – all systems are covered by the following notes, but sometimes screen displays and commands vary a little.  This note is based on current usage but attempts to cover older systems where possible.

The emphasis is on what can be done, rather than on why or what everything means – networks are complex and only the bare minimum of explanation of the fundamentals required to give some form and structure to what you will be doing is given here.



NETWORK LAYERS


The various hardware and software components that combine to provide a working network are often described as a series of layers, one on top of another.  All have to be working to provide proper network performance but the analogy is very helpful in diagnosis as many of the tools that can be used are “layer specific” and can then therefore direct attention to the problem relatively quickly without it being necessary to exhaustively check out the whole system.

There are several ‘layer models’ in use, and you should note that in the real world hardware and software components often blur the edges a little.  The simplest model is shown below:

PREPARATORY COMMENTS

Modern Windows users including those who would regard themselves as reasonably ‘computer literate’ are often unaware of the tools and programmes available at the Command Prompt level. 

To use them, you must “open a DOS window” or “enter the command prompt environment”.  This means giving up the normal user friendly ‘point and click’ Graphical User Interface and reverting to old fashioned computing where you type instructions and read the results.

In Windows XP, select       Command Prompt      from the Programme Menu (off the Start button) 
or in W95/W98 choose           MS DOS Window         
or in any flavour of Windows, Select        Run       off the Start menu and type          Command        or simply      cmd       

In all cases, you should get a small window with a command prompt such as    C:>    which is inviting you to type something.  If Windows recognises what you type as a programme of some kind it will run that programme and display the results on the screen.

There are many programmes available, including dozens for Networking control and analysis.  Most of these can be used in different ways by adding to the command typed in at the prompt some parameters or switches.  All of this has to follow rigorously defined syntax rules, so in what follows ensure that you type exactly what you read, including all spaces and punctuation.

TOOLS

Here are the software tools we are going to use, shown following a command prompt.

C:>ipconfig
ipconfig   gets the IP Address, the Subnet and the default Gateway Address of your own computer.  (Note that W95/98 uses winipcfg instead of ipconfig).

C:>ipconfig /all
ipconfig /all   gets the same data plus the IP addresses for network service providers (servers) giving DNS or WINS name resolution servers and DHCP servers if any.  

C:>ping

Ping sends out a packet of data over the network, waits for a reply, and tells you about it.

	Test
	Command
	Analysis

	1
	C:>ipconfig
	Gathers information you will need for the following tests.  Make a note of the values you see.  If you do not see an IP Address and Subnet, your machine has either not been set up for TCP/IP networking or has a serious problem.

	2
	C:>ping
	A way to test the communication to another computer on the Internet Data is sent to the other computer & if the communication is successful then a reply is received - the speed of the connection can also be tested.

	
	
	

	
	
	

	
	
	


4.  Application Layer
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3.  Transport Layer





2.  Internet Layer (Network Control)





1.  Network Access Layer





Network Access Layer – Physical hardware including the Network Interface Card (NIC), Cat5 cabling, patch panels, remote hubs or switches, and routers – all the hardware on the relevant Network Segment or LAN (Local Area Network).





Internet Layer (Network Control) Mainly software, provides addressing on outgoing packets of data, routing





Transport Layer – this level controls data flow, error control and organises the data streaming from and to the various Applications using network services.





Application Layer – passes data to and from Applications running on your computer to the network stack below.  This is the interface for Internet Explorer and Outlook Express as well as for applications accessing other computers on your LAN.
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