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IMPORTANT – Read This At Least
Hastingwood operates a Fair Use Policy (FUP) to protect our resources and the resources of our customers and peering networks, in order to provide high-speed networks, high availability services and to ensure that as an ISP, we comply with all relevant UK laws. 

This FUP may be revised in line with changes in legislation or the aims stated above, without notice and at any time, and at the sole discretion of Hastingwood.   Connection to and use of our services is deemed to be an agreement to comply with this FUP and these Terms and Conditions.  All revisions to this document will be posted on our web sites www.hastwood.com and  www.hastwood.net 

In the event of any breach, Hastingwood reserves the right to terminate all or part of any service with immediate effect and to delete any files held on our servers, all without compensation or any other liability. 

If you have any questions about this or any of our policies, please contact the Data Centre Manager at  Support@hastwood.com .

Now for the details.

 

1.  Compliance with UK Law
 

It is an offence under UK law to transmit, receive or store certain types of files.  You may not use our services to store or transfer material of an indecent, offensive or otherwise illegal nature.  If you do, you may be subject to prosecution by the UK authorities under the Computer Misuse Act 1990.  Hastingwood does not interfere with or take any view about a Client’s use of our services, but we will respond to any request from the relevant authorities in line with this FUP.


 

2.  Warranties and Disclaimers

 

By connecting to the Hastingwood network, you agree to hold Hastingwood harmless in the event of any legal claim regarding our services arising out of your usage thereof.


 

3.  Security and Privacy

 

Any Login names and passwords issued must be kept secret and not be communicated to any third party.  Hastingwood must be notified immediately if they are compromised.  Please keep a secure note of your passwords.  If you forget or lose your password, you will need to contact Hastingwood Support to have it changed. 

Hastingwood  will not guarantee the security or confidentiality of any data transmitted over our network.  Where security or confidentiality is required, the customer must provide their own end-to-end security mechanism.

 

4.  Internet access

 

a. You may not transfer or give out your connection details for others to use. 


b. You are responsible for all traffic that is sent from your connection.  It is therefore your responsibility to ensure that all software on your side of the connection is virus-free and up-to-date with all relevant security patches.  In particular, server software running on public-facing ports, such as mail servers and proxy servers, must not be remotely exploitable.  If we find malicious traffic emanating from your connection, we have an obligation to our other customers and peering networks to take urgent measures to block that traffic.  In many cases, this can be achieved by selective port blocking, but in other cases, this will involve disconnecting and suspending the account until the issue has been resolved. 


c. If, in the sole opinion of Hastingwood, you are deemed to be using the Broadband Service in a manner that makes abnormal demands on the network, or that amounts to unreasonably excessive use, restrictions may be imposed. 

 

 

5.  Web Space (Hosting)

 

a. By uploading to a Hastingwood Web server, or by contracting for us to host a Co Location Server, the customer will be deemed to have accepted and agreed to these Terms and Conditions for use of our Web hosting service. 


b. You will be responsible for the content of your site, including obtaining the legal permissions for any copyrighted works they include and ensuring that the contents of these pages do not violate UK law.


c. Hastingwood  reserve the right, without notice or explanation, to remove material which is the subject of complaint from the relevant authorities.


d. Hastingwood reserve the right to suspend any or all of a site, if it is deemed to be causing excessive load or traffic, is adversely affecting the performance of other sites on our networks, or is being abused by an external entity.  It is the customer's responsibility to ensure that their scripts are not vulnerable to these problems. 


e. The customer agrees not to advertise their Website via unsolicited commercial e-mail (Spam). 


f. If your storage exceeds the agreed amount, your Website will normally continue to work, but you will be notified and an additional charge will be made.  If a site is excessively over quota, Hastingwood reserve the right to suspend the site. 


g. Subscribers will be held solely responsible for any defamatory, confidential, secret or other proprietary material made available via your web space site.  Hastingwood reserve the right to suspend any sites containing such material. 


h. Login names and passwords must be kept secret and not communicated to any third party, except for contractors such as Web page designers, working on your behalf.  Hastingwood  must be notified immediately if they are compromised. 


i. Technical Support will only be provided for uploading, downloading and viewing pages.  No support will be provided for HTML authoring or page design unless specifically agreed otherwise. 


j. Back Ups.  The customer is ultimately responsible for ensuring that their site is suitably backed-up.  Hastingwood takes backups of the commercial servers for disaster recovery purposes only.

 

6.  Attempted security breaches

 

Any attempt to breach the security of any part of our networks is forbidden.  Attempting to do so will result in immediate account termination and possible further legal action.  Users may not run any program that monitors network packet data or any program that compromises the privacy of network traffic.  It should be noted that attempting to breach security might lead to prosecution under the Computer Misuse Act 1990.


 

7.  Non-Specific 

 

a. Users may not mount an attack, by whatever means, against our networks or servers.  Users may not run unauthorised mailing lists from or through any of our machines, or mail servers.


b. Hastingwood  owns any IP addresses assigned to customers.  Assignment of this address space is valid as long as the criteria for the original assignment are still met and only for the duration of the service agreement between yourself and Hastingwood  who will have the right to re-assign the address space to another user upon termination of the agreement or an agreed period thereafter.


c. The use of the Service to run open servers, such as SMTP relay, web proxy, and NNTP is prohibited.  We define an open server as one which can be connected to over the Internet by hosts not in a trusted list.


d. Product Usage.  As with any shared service, the Hastingwood ISP provision is not designed to sustain prolonged high-bandwidth, heavy-usage applications such as continuous Peer-to-Peer (P2P) file sharing, streaming video, binary downloads, internet radio or other intensive uses. 
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