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INTRODUCTION

A common talking point in our support work concerns Back Ups.  We have a standard “simple approach” which should be of interest to anyone who doesn’t already know better and perhaps even to those who think they do. 

SOME FUNDAMENTALS
This FAQ is for people who already have a Local Area Network or who are willing to get one.  The strategy is Network based, although the ideas may still be of value to single users.  If you do not have a Network but would like to know more, contact us for more information.  A small LAN is cheap and has many more benefits than enabling a good Back Up system.
The Strategy assumes that the computers on the Network are “ready” to be incorporated in a back up scheme.  In other words, the data on them has already been organised, and it is known what needs to be backed up and where on the hard disc it is located.

Please see our FAQ entitled DataOrgFaq for more help and guidance on this aspect if required, and also some other thoughts on Back Ups.

SOME THINGS TO AVOID
1. Backing up programmes and operating system software as well as data.  Why bother?  The bigger the backup, the longer it takes, the more hardware it requires, the more chances are that it could go wrong.  You already have all that software on Installation Discs – and remember that almost all significant programmes have hardware dependant installations.  In other words, unless you have identical computers standing by, your “Complete System Back Up” will either not run at all or will need expert help to get it going.

2. Using Tape or ZIP Drives or CD or DVD Drives (or 10,000 floppies).  With apologies to the commercial interests of those involved, we consider that these are not the best media for regular easy reliable back up use.  Why?

3. CD and DVD’s.  Have you ever inexplicably failed to get a good copy?  Enough said.  Several CD’s are a good way of keeping archive material, but not regular and vital back ups.


4. Tape Systems.  Expensive, beloved of IT professionals --  they used to be the only way to do it.  Ten or fifteen years ago, they had larger capacity and were much cheaper per GB (Gigabyte – 1,000 Megabytes) than any other media which made tape drives the only way to back up big systems, even though they needed expert and careful use.  Today, hard drive GB’s are cheap, capacities are adequate to huge, and both use and recovery is straightforward.


5. ZIP Drives.  Normally not big enough or good enough – Zip Drives can be regarded as exceedingly large floppies and relatively tiny hard discs.

SO WHAT ARE WE RECOMMENDING?

Hardware.  We say use hard disc drives for back ups – unless you are dealing with very special applications involving data volumes that demand the latest in tape drive systems.  If you are reading this, you won’t be.
What sort of hard drives?  Those already fitted in one or more of your computers, and/or one fitted in a laptop, and/or one of the new portable hard drives.

Software.  There are a number of Back Up programmes available.  We will recommend (and install if required) the best one for you.  Some are very expensive, but there is excellent Back Up software around at very economical prices.

BACK UP STRATEGY
The vast majority of people who are reading this FAQ at our earnest recommendation are doing so because they either have no Back Ups at all, or because they thought they had but didn’t.  Therefore it may be something of a surprise to see that we recommend immediately going to a 2 Level Back Up, and not a single level as a “gentle introduction”.  Why?  Not to make things complicated – we prefer them to be simple – but because it is normally the best way to hit all the sensible targets.
WHY DO WE NEED BACKUPS?
To recover valuable data that has been lost for some reason – and these are the reasons:
· Computer hardware crash, e.g. hard drive disintegrates.
· Software problems, e.g. faulty drivers corrupting the disc. 

· User Error, e.g. someone deletes a folder or even an entire drive by accident.

· Recovery of Deleted or Old Files

· Malicious User, e.g. someone with a grudge and a password wipes a drive.
· Local or Network borne Virus or Trojan wreaks havoc.

· Theft

· Fire or other Damage

WHY “2 LEVELS”?

LEVEL 1 is a Local Back Up.  It is easy to carry out every day (normally automatically without any user intervention) and is therefore current, and it is readily accessible.  It covers most of the Risks listed above.
LEVEL 2 is an Off Site Back Up.  It covers the other Risks.  It would be used only if the Level 1 solution is not available for some reason.
The same software can be used for each.

The Hardware to be used for a Level 1 Local Back Up would normally be spare disc capacity on one of the better of the existing machines on the network.

For a Level 2 Off Site Back Up, we normally recommend using a Laptop computer.  These are good enough, big enough and cheap enough to be an ideal device for the job – and it’s a computer as well!  Copies (and all Back Ups are just that: copies) are done using tried and tested software, and the laptop has built in access, diagnostics, keyboard and display facilities.  When was the last time you looked at a dusty DAT tape and wondered if your suddenly much needed Back Up was really sitting on it ready to load?  With a laptop, you can not only answer that question, you can open the files!
RISK AND LEVEL ANALYSIS
	RISK
	LEVEL 1 - LOCAL
	LEVEL 2 – OFF SITE

	Computer hardware crash, e.g. hard drive disintegrates.
	Best
	Backup to backup

	Software problems, e.g. faulty drivers corrupting the disc. 
	Best
	Backup to backup

	User Error, e.g. someone deletes a folder or even an entire drive by accident.
	Best
	Backup to backup

	Recovery of Deleted or Old Files
	Best
	Backup to backup

	Malicious User, e.g. someone with a grudge and a password wipes a drive.
	Depends how malicious and how skilled.
	May be Vital

	Local or Network borne Virus or Trojan wreaks havoc.
	Depends if Back Up affected
	May be Vital

	Theft
	No Good
	Best and Only

	Fire or other Damage
	No Good 
	Best and Only


Just think about all the things that could go wrong – and remember, we see examples of each and every one of the above every year!
WHAT ELSE SHOULD I KNOW?

Back Ups are just organised copies – but there are 2 types, Synchronised and Multi Layer, and you need to know the difference.
Synchronised Back Ups are where there is a single copy kept of the files being backed up.  Think of the live current files as residing on a Source drive and the back up copies on a Destination drive.  Files are copied to the Destination only when they are NEW or when they have CHANGED.  (This type of back up is also called an incremental back up as it deals with changes).  Normally the set up does not delete files from the Destination so that this builds up a one deep copy at the latest state of amendment of all files created on the Source.

Multi Layer Back Ups create copies of several versions of a file as it is amended.  This type of back up used to be called Grandfather – Father – Son back ups for the traditional 3 deep system, but our software can keep anything from 2 to 99 layers.  The advantage is that you can rewind to an earlier version even when you do not like the one you did yesterday…

Synchronised back ups are less confusing to use, faster and need less storage space.  They are normally best for most data.
Multi Layer back ups are suitable for Accounts software (where mistakes are frequently propagated for days before being discovered) or Authoring or Design work where your first idea (long since overwritten in your current file) suddenly seems like a better idea.
PLANNING A BACK UP STRATEGY
1. Data Preparation.  Get all your my Documents stuff sorted out, and identify what else needs to be backed up.

2. Local Back Up.  Choose a machine for the job.


3. Off Site Back Up.  Use an existing laptop or buy one.


4. Install Back Up software – probably on one machine on the LAN and on the laptop, and set a schedule for the LAN one.  The Laptop one can be operated manually or it can be included within the LAN programme settings if the Laptop is normally connected to the LAN during each day or week.

5. Identify a simple and convenient test routine which you or someone will use to check that your Back Ups are working.


A TYPICAL BACK UP INSTALLATION
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SIMPLE BACKUP STRATEGY





FREQUENTLY ASKED QUESTIONS








My Docs copied (synchronised back up) at each back up run on a daily schedule to Local BU machine and the latter copied to say User 3.








Accounts data (not kept in My Docs) copied in a Multi Layer back up to Local BU Machine.








All Back Up folders copied to Laptop and Laptop My Docs copied to Local BU machine.
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END RESULT





2 copies of each file to be backed up are taken  - one daily onto the Local Back Up computer, and one Off Site whenever the Laptop is deployed.  





Disclaimer.  These Notes are intended to give a helpful outline of the subjects covered, but they should not be regarded as a complete guide.  Hastingwood accepts no third party liabilities arising from errors or omissions or otherwise. 
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